Governance

Corporate governance as practiced by Knorr-Bremse aims, without ex-
ception, to adhere to responsible business practices and principles. We
believe that increasingly and continuously integrating aspects of sus-
tainability into our organization and business processes drives innova-
tion and is a critical factor for success. Our approach of applying predic-
tive risk and opportunity management can yield information that is vital
to the company'’s future.




Responsible Corporate Governance

Knorr-Bremse responds to industry trends such as connectivity, e-mobility and sustainability with innova-
tive, long-term, system-based solutions. In doing so, we act as a driving force to help our global customers
in the rail and commercial vehicle industries to develop their sustainable mobility solutions and achieve
digital transformation. Our systems for the reliable, safe and efficient transportation of goods and passen-
gers are designed to add value for our customers and make a positive contribution to society.

We take the responsibility associated with our entrepreneurial activities very seriously. We apply respon-
sible corporate governance that observes laws, strengthens our image and creates trust in Knorr-Bremse
among our shareholders, the capital market, customers, business partners, employees and the general
public. Each goal set and activity undertaken by Knorr-Bremse must always reflect our company values:
entrepreneurship, technological excellence, reliability, passion and responsibility. We believe that these
company values are the foundation of long-term success.

Our governance structures support our commitment to responsible corporate governance and ensure
transparency as well as clear leadership and responsibilities. They apply to the entire leadership and
monitoring systems at the company and include Knorr-Bremse's organizational structures, business policy
principles, guidelines and internal and external management and monitoring mechanisms. We adhere
largely to the recommendations of the German Corporate Governance Code. More information about
Knorr-Bremse's implementation of these recommendations can be found on our website (/1 Corporate
Governance) and in our = Corporate Governance Statement.

Our commitment to sustainability is an integral part of our business activity. The Boost 2026 corporate
strategy published in 2023 further underscored the importance of putting this commitment into practice.
The sustainable direction for corporate governance has been firmly integrated into Knorr-Bremse’s organ-
izational structures as well as its allocation of responsibilities and business processes through sustaina-
bility management (— Sustainability Management). The Executive Board has defined a set of key perfor-
mance indicators that are designed to help plan and steer the sustainable direction of Knorr-Bremse. A
selection of KPIs are linked to the remuneration system for management levels 0 to 2 (Executive Board,
senior management and heads of department) as ESG criteria. 20% of the short-term variable remunera-
tion (short-term incentive) is linked to the achievement of sustainability targets on climate protection and
occupational safety - Compensation Report). There are plans to extend this to other management levels
in the medium term. In the long-term variable remuneration (long-term incentive), 20% of the achieve-
ment of targets from fiscal year 2024 onward is also tied to the achievement of specific sustainability tar-
gets (currently a reduction of Scope 1 and 2 CO,e emissions and an increase in employee satisfaction). This
link between remuneration and ESG criteria embeds the spirit of sustainability throughout the company’s
management team even more strongly and thus in the day-to-day conduct of the company’s managers
and workforce as well.

Integrity and Compliance

Compliance management is guided by our aspiration of always complying with laws, internal regulations
and voluntary commitments. This is because only as a reliable business partner will we gain the trust of
employees, customers and business partners needed for sustainable growth and thus shareholder value.
We therefore place great emphasis on dealing with our stakeholders with integrity and responsibility.
Combating corruption and bribery is an important part of corporate responsibility and one of the key
topics in compliance management at Knorr-Bremse. We do not tolerate any form of corruption or other
unfair business practices and expect the same of our business partners. Conflicts of interest, including and
especially in dealing with our business partners, must be avoided. We have also established the respective
compliance policies.
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Our compliance requirements across the entire supply chain are set out in a Group-wide Code of Conduct.
On the basis of Knorr-Bremse’s corporate values and the principles of the UN Global Compact, the code de-
fines the principles for Group-wide responsible business conduct, including a prohibition of corruption in
any form. These principles of action and rules are binding for all the Group’s employees and are a compo-
nent of the written employment contracts for new employees around the world. We have given concrete
expression to these principles through further Group-wide compliance policies:

m Dealing with Gifts and Invitations
= Donations and Sponsoring

= Corruption Prevention

m Conflicts of Interest

Screening of Business Partners

Fair Competition

Moreover, we have developed compliance guidelines for our suppliers. Our mandatory Group-wide Code
of Conduct for Suppliers defines our expectations regarding responsible working relationships with these
suppliers. The code is a way to combat corruption and addresses a wide range of issues, including human
rights and environmental protection (— Sustainability in the Supply Chain).

Relevant compliance risks are compiled and assessed in the Compliance Management System (CMS). The
CMS’s main goal is to effectively anchor compliance in business processes. For example, we want to ensure
that employees comply with the law and internal regulations, prevent systematic misconduct and detect
and remedy breaches.

Corruption prevention, ensuring fair competition and avoiding conflicts of interest are defined as the fo-
cus issues for Knorr-Bremse’s CMS. The basis of this decision is a compliance risk analysis which is carried
out each year and involves selected business areas and markets. As part of a worldwide compliance risk
assessment, possible compliance risks were compiled and assessed on the basis of risk scenarios.

Establishing a Compliance Organization

The Chief Compliance Officer (CCO) is responsible for implementing the CMS, except in the area of anti-
trust and competition law, where the Legal department is responsible for the CMS. The CCO reports to the
member of the Executive Board responsible for Integrity, Legal, IP, Data Protection and Human Resources.
Compliance topics are also a regular agenda item at Executive Board meetings. The Supervisory Board and
the Audit Committee are also regularly informed about the status of the CMS. Along with the global heads
of Knorr-Bremse’s Controlling, Human Resources, Accounting, Legal and Internal Audit departments, the
CCO is a member of the Compliance Committee. The Compliance Committee advises on initiatives and
strategies for developing the CMS, on current compliance topics, and on focuses of compliance activities.
In the Knorr-Bremse regions, regional compliance officers take on the role of advising and training em-
ployees, processing compliance cases and identifying local risks. The compliance organization’s headcount
was even increased in 2023. Business activities in Brazil, China, India, South Africa, and the US are now
supervised by full-time compliance officers. Local compliance officers are additionally assigned to nearly
all Knorr-Bremse companies and are involved in the local implementation of the Compliance Management
System.

The internal Group audit department supports the Executive Board in its monitoring function through
independent and objective audit procedures. These are geared toward improving business processes and
uncovering any breaches of laws or internal rules or guidelines. The Internal Control System (ICS), which
comprises compliance-specific controls, further serves to verify adherence to compliance guidelines.
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Knorr-Bremse sites must also conduct spot checks to prove that they are effectively implementing the
guideline requirements. In addition, the audit firm PwC was engaged to review the appropriateness and
effectiveness of the CMS in accordance with IDW AuS 980 for the period from May 1 through October 31,
2023. An unqualified certification was issued for this review on March 7.

Well-Developed Complaint Management

Employees, business partners, and external individuals can report information on any possible compliance
breach to the compliance organization by email, directly through the compliance organization or online
through an independent and anonymous whistleblower system. This globally accessible portal operated
by an external service provider allows for information on any compliance breaches to be reported in 31
different countries and in 20 languages (— Knorr-Bremse Compliance). The whistleblower system was
extended in fiscal year 2023 by commissioning an external ombudsman service, which will serve as an
additional point of contact for receiving information and complaints. The external ombudsman service will
then pass the information and complaints on to us. Information about the system is communicated inter-
nally and during training events and via the Group-wide intranet. In addition, the Incident Notification and
Alarm Services (INAS) system is used for non-anonymous reporting of time- and safety-critical events from
the areas of compliance, data protection, information security and Group security. Events classifiable as
critical reach the responsible area of the Group directly via the system.

Complaint

U Whistleblowers gain knowledge of E Report is received via various reporting chan-

b &

suspected reportable action nels - including anonymously if desired

Initial review

a2 = Clarification of open points and consulta- 8 Internal forwarding
oo tion with the whistleblowers (where possi- “T7 Complaint is forwarded to the relevant body
ble) } within the Group
= Clarification of whether a direct remedy is
possible

= Clarification of internal responsibilities

(@O\ Assessment by the relevant body D{: Decision on the investigation
= Assessment of the report’'s subject matter X u Report is substantiated
and of potential damage = The matter can be clarified using the availa-
= Consultation with the whistleblowers, } ble means in a legally compliant way

where possible
= Consultation with other parties involved

= Proposal for next steps
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Internal investigation

@\ Examination %] The management decides on

= Interviews, document review, site visits, etc. } &R sanctions and remediation

= Final report with recommendations for
action

Remediation and root cause analysis

X Remediation, e.g., U/ Implementation by the local management or
= Disciplinary measures relevant body

= Adjustment of processes }

= Training & communication

= Compensation & reimbursement

Adjustment of risk analysis

Rules of procedure for dealing with whistleblower information and complaints have been agreed by the
Executive Board and govern the process, responsibilities and the rights of whistleblowers and the indi-
viduals concerned. Key principles include the protection of whistleblowers from disadvantages, the fair-
ness and confidentiality of the process, the independence of investigations and the safeguarding of data
privacy. We follow up on every suspicious activity report or forward it on to the respective departments
for further investigation. Where the initial suspicion is substantiated, investigations are carried out. When
rules are found to be violated, the causes are remedied. Any proven misconduct is penalized.

In the year under review, 112 reports were recorded in our Group-wide whistleblower system (2022: 90;
2021: 45). The number of reports thus rose compared to the previous year. We attribute this increase

to greater employee awareness with regard to compliance and integrity. 44 reports (2022: 29; 2021: 10)
concerned information on discrimination or other workplace-related topics (— Due Diligence Process for
Human Rights). Nine reports (2022: 9; 2021: 2) concerned allegations of corruption. The allegations were
unable to be confirmed in four of the cases closed during the reporting period. Accordingly, no disciplinary
actions were taken against employees regarding these. Internal investigations are still ongoing in the
other five cases. There were no lawsuits, judgments or fines due to corruption offenses in the reporting
period. There were no reports made in connection with child labor, forced labor, or modern slavery.
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Reports Made in 2023

Category 2023
Discrimination and harassment 32
Other working conditions 12
Conflicts of interest, theft, equipment misuse, fraud, embezzlement 28
Corruption 9
Data protection, IT security, trade secrets 6
Child labor, forced labor, modern slavery 0
Other 25
Total 112

Prevention through Training and Communication

To prevent compliance breaches, Knorr-Bremse relies on transparent communication and employee train-
ing. In the year under review, the Executive Board confirmed its commitment to integrity and communicat-
ed its expectations of managers and employees clearly on the intranet and at various manager events and
employee meetings.

A global e-learning module on our Code of Conduct is available in 13 languages and needs to be complet-
ed online every two years. Another e-learning course on the topic of preventing corruption is aimed at em-
ployees in purchasing or sales as well as managers. This training, too, must be repeated every two years.
In December 2023, around 98% (2022: 96%; 2021: 98%) of the 17,385 employees with access to e-learning
platforms (approximately 52% of the entire workforce) had a valid certificate for the training on the Code
of Conduct. 5,396 employees were enrolled in anti-corruption training, of which 97% had obtained a valid
certificate by the end of December 2023.

In addition to e-learning, live training (face-to-face events and webinars) is held for employees on specific
compliance content as well as on our guidelines and tools. 77 such compliance training courses were held
globally in 2023 (2022: 64; 2021: 25).

Talking to Staff about Integrity and Compliance

Personal contact sticks in people’s minds, making it ideal for creating awareness - and
compliance and integrity are no exception. Dr. Claudia Mayfeld, the Executive Board mem-
ber responsible for this topic, regularly meets with employees to get to the bottom of the
issue: How do our employees experience integrity and compliance at Knorr-Bremse and how
important is it to them? In February 2023, 72 employees from different regions, departments
and levels of the organization took part in a joint workshop to evaluate how compliance and
integrity are being embedded in day-to-day work and make suggestions for improvement.

A second workshop was held in May 2023 and was attended by 51 employees. The fruitful
discussion not only highlighted current strengths, but also showed compliance officers that
more intensive communication and specific training for managers would be a welcome next
step. Specific measures will be developed once the results have been evaluated.
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Management of Sustainability-Related Risks and Opportunities

As an international corporate Group with global structures, Knorr-Bremse encounters risks as well as op-
portunities in its business activities. The goal of risk management is to identify risks across the Group and
minimize their potential impact on the Group's anticipated business position. Equally, such risk manage-
ment should proactively leverage opportunities to increase the company’s value.

Risk Management

Our risk management structures and procedures are
aligned with our overall organizational structure and an-
chored in a corporate policy that includes clear definitions
of responsibilities and reporting structures.

TCFD Reporting

To provide transparent information about
the climate risks and opportunities we face

An inventory of potential risks that involves all of the as a company, we have reported based on
Group's companies is conducted every quarter so that risks the recommendations of the Task Force
of major significance can be identified at an early juncture. on Climate-related Financial Disclosures
A key component of regular risk reporting is a condensed (TCFD) since 2021. The appendix contains
Group Risk Report, which is submitted to the internal Risk a reference table reflecting the status of
Committee and the Executive Board. In addition to regular our climate-related reporting based on
reporting periods, there is an internal ad hoc reporting pro- the areas of governance, strategy and risk
cess, whereby all employees are encouraged to proactively management as well as key performance
report risks. indicators and targets (— TCFD table).

The risk management system established in the Group is

subject to continuous refinement, which includes adjust-

ments of internal and external requirements. New developments are periodically integrated into the risk
management guidance on the topic of risk management, which is available to all employees on the in-
tranet.

Our risk management system comprises 14 specific risk categories based on the company’s value chain.
Within the company’s departments, particular attention is paid to identifying sustainability-related risks

- an area that will be expanded further going forward. The “sustainability” category encompasses risks

in connection with environmental and climate protection and the protection of human rights. The risks
relating to environmental and climate protection concern, for example, rising energy and material costs
as a result of increased environmental regulations and the increasing taxation of carbon emissions as part
of the journey to a decarbonized economy. In the future, meeting ESG requirements will have an increas-
ing influence on the financing of the Knorr-Bremse Group. In addition, climate change can disrupt supply
chains and impact material properties that are relevant to product quality. The company deals with these
risks at an early stage in order to be able to react to them adequately and with appropriate measures in
all areas. We address the risks that could arise from the implementation of the German Supply Chain Due
Diligence Act by integrating human rights due diligence into our operating processes even more strongly
with the goal of minimizing human rights risks and preventing negative impacts on our business activities.
To do this, we also use the results of the human rights risk analyses and associated information on poten-
tial human rights breaches (—> Due Diligence Processes for Human Rights).

Descriptions of other risk categories as well as a detailed explanation of our risk management system can
be found in our = Report on Risks, Opportunities and Expected Developments.

GOVERNANCE | 124


https://ir.knorr-bremse.com/download/companies/knorrbremse/Annual%20Reports/DE000KBX1006-JA-2023-EQ-E-00.pdf#page=89

Opportunity Management

The opportunity management system at Knorr-Bremse follows the processes used in the risk management
system. In addition to regular management reviews, opportunities are reported in the quarterly report on
risks and opportunities.

Besides the megatrends of urbanization, digitalization and mobility, the megatrend of sustainability also
unlocks important, strategic opportunities for Knorr-Bremse.

Knorr-Bremse is benefiting from opportunities to expand rail transportation as cities, states and countries
make growing efforts to combat climate change. Electrification and other energy-efficient and eco-friendly
solutions are the result of a growing public awareness of the importance of energy efficiency, combined
with intensified government energy initiatives such as stricter emission regulations. End-to-end eco-de-
sign in our products is helping to reduce carbon footprints and make transportation more energy-efficient.

More information about our opportunity management system can be found in our 7/ Report on Risks,
Opportunities and Expected Developments.
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Sustainable Company Financing

As a player in the capital market, Knorr-Bremse sees orien-
tation toward ESG criteria as increasingly important. Finan-
cial market players measure corporate performance in the
area of sustainability by means of ESG criteria and use the
findings as the basis for investment decisions. Numerous
conversations with investors and rating agencies (—> Stake-
holder Management) in 2023 demonstrated that the capital
market continues to show growing interest in sustainability

issues at Knorr-Bremse. Companies and institutions are also
increasingly seeking to engage in an informative dialog with

Knorr-Bremse on sustainability-linked financing instru-
ments. Knorr-Bremse has already received many above-av-
erage ratings for its sustainability measures (— Sustaina-
bility Ratings and Rankings).

The link between our financing strategy and our sustaina-
bility targets underscores our ambitions in these areas. To
position Knorr-Bremse as a sustainable company for invest-
ments and obtain sustainability-linked capital, the company
established a Sustainability-Linked Bond Framework and
updated it during the reporting period. This framework ties
Knorr-Bremse's decarbonization targets (Scopes 1, 2, and

3) in with the company'’s financing strategy. These expand-
ed targets were reassessed by an external party. A second
party opinion issued by the credit rating agency S&P Global
Ratings confirmed that the targets set by Knorr-Bremse

are consistent with the global goals for climate action set
forth in the 2015 Paris Agreement. The framework also lays
the foundations for current and future sustainability-linked
financial instruments. Over one-third of Knorr-Bremse’s
financing arrangements are linked to sustainability criteria,
increasing to around two-thirds for long-term capital mar-
ket financial instruments.

Currently, Knorr-Bremse has linked three different financ-
ing initiatives to its sustainability performance. First, we

66 %

of the long-term capital market financing
instruments used by Knorr-Bremse are
linked to sustainability criteria

Suppliers Who Have a Good ESG
Ranking Receive Better Financing
Terms

The Sustainability-Linked Supply Chain
Finance Program that was introduced in
collaboration with Deutsche Bank makes an
ESG rating for suppliers particularly appeal-
ing. Under this program, they receive their
money earlier, as the bank provides a line of
credit for the time until Knorr-Bremse pays
their invoices at attractive interest rates.
The financing costs for suppliers are based
on the creditworthiness of Knorr-Bremse,

a feature that generally lowers suppliers’
financing costs. The inclusion of sustaina-
bility components in the program creates
additional financial benefits for suppliers:
Companies that do business more sustain-
ably can reap dividends from improved fi-
nancing terms. The result is a win-win situa-
tion: for our suppliers and for Knorr-Bremse.

signed syndicated financing with a credit line of € 750 million, the interest rate of which is linked to our
sustainability rating by ISS Corporate Solutions. If Knorr-Bremse's rating improves due to progress being
made from a sustainability perspective, we will be granted more favorable repayment terms. Because our
rating improved to the prime status of “B-" in 2023, we will be able to draw on this regulation in the future

and benefit from it.

In addition, we issued the first sustainability-linked bond with a volume of € 700 million in 2022. We ful-
filled the associated obligation to define a Scope 3 target validated by the Science Based Target initiative
(SBTi) (— Climate Protection). Moreover, we make use of incentive systems for our suppliers. The Sus-
tainability-Linked Supply Chain Finance Program (SSCF), which was implemented in collaboration with

Deutsche Bank, is now linked to the ESG rating of suppliers. The global SSCF serves as an important instru-
ment that Knorr-Bremse uses to foster stronger commitment to ESG among its suppliers. The program ex-
emplifies our fundamental beliefs: We will only be able to achieve the sustainability-driven transformation
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when we resolutely foster ESG throughout the entire value chain. The entire SSCF process was designed by
the bank to be very low threshold so that it would consciously appeal to smaller suppliers. The ESG link has
been successively rolled out globally since 2023.

EU Taxonomy

A key step in the achievement of the EU climate and energy targets for 2030 and in the re-
alization of the European Green Deal’s aims is the directing of capital flows toward sustain-
able projects and activities. This requires a shared language and consistent understanding
of the activities that count as “environmentally sustainable.” Consequently, the EU’s Sus-
tainable Finance action plan provides for the creation of a uniform classification system for
sustainable economic activities, or an “EU Taxonomy.”

The 2023 amendment of the climate taxonomy introduced additional economic activities
that bring Knorr-Bremse into the scope of the EU Taxonomy to a greater extent than be-
fore. While the production of low-emission vehicles was already classified as taxonomy-eli-
gible, this amendment also puts a stronger focus on the key role of suppliers in climate pro-
tection. You can find detailed reporting on the EU Taxonomy in the /1 2023 Annual Report.
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Data Protection and Information Security

The processing of personal data is a core element of
increasing digitalization. For Knorr-Bremse, the protec-
tion of such sensitive data is an important requirement
when developing new fields of business and interacting
with our internal and external stakeholders. Numerous
statutory requirements, like those in the EU General
Data Protection Regulation in particular, provide the
framework for our actions.

For this reason, Knorr-Bremse set up an organizational
structure for data protection in 2018. It is headed by the
Group data protection officer, who is supported by data
protection managers in the divisions and at the locations
around the world. Data protection coordinators in the
central departments additionally act as points of contact
and multipliers for data protection. The Data Protection
Board installed in 2022 decides on the direction of the
Knorr-Bremse data protection management system and
monitors its ongoing development. The Data Protection
Board is made up of representatives of the Executive
Board, divisional management, IT, and HR.

Our Group data protection guideline is the foundation
for all data protection measures in the company and
imposes binding specifications and processes for imple-
mentation of the statutory requirements. Furthermore,
the protection of personality rights and privacy of each
individual is an important element of our internal Code
of Conduct.

Our Data Protection Measures

m Our employees are made familiar with the require-
ments of data protection law through e-learning
courses and face-to-face training and are given in-
structions on handling personal data carefully.

Protection with Multilevel
Cybersecurity Architecture

The security by design approach at the divi-
sions is adapted to the requirements of the
product platforms. It protects products against
attacks or makes them resilient. The architec-
ture underpinning the protective measures
features a multilevel design (applying the
“defense in depth” concept) because securing
the outer defenses of the network is no longer
close to sufficient. If hackers manage to breach
one layer, there is another underneath it with a
different structure. The cybersecurity architec-
ture includes, among other things:

= Conventional security products such as
secure gateway (SGW), which secures gate-
ways.

= Public key infrastructure (PKI), which allo-
cates digital security certificates to devices
and software solutions that are equipped
with chips and protects them against unau-
thorized modifications as a result.

= In the RVS division, the threat detection

solution (TDS). The TDS detects anomalies
in incoming and outgoing data traffic much
as an early warning system does and only
allows authorized communication and de-
vices in the network. Hackers are prevented
from feeding harmful devices into the train
networks.

= The processing of data is checked and documented by the data protection organizational structure us-
ing an IT tool that is available globally (list of processing activities).

= A central Incident Notification and Alarm Services [INAS] system ensures that data protection incidents
can be reported to the data protection organizational structure and addressed quickly and without any
detours (= Integrity and Compliance).

= Anonymous or personalized reports of data breaches can be made by employees or external stakehold-
ers at any time using the compliance whistleblower system. In these cases, the established process for
clarifying situations is applied (— Integrity and Compliance).
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Information Security

The Information Security section at the Group ensures unfailing adherence to the three central informa-
tion values of confidentiality, availability, and integrity for all our data. The section is headed by the corpo-
rate information security officer and controlled by a corporate security board.

In addition to the responsible member of the Executive Board, this board also includes the managing di-
rectors of the two divisions as well as the Chief Information Officer.

The maturity level of the control processes was significantly improved in recent years. Firstly, the Group-
wide information security guideline was revised. This guideline is aligned with ISO/IEC 27001, the inter-
national standard for information and asset security, for which 26% of our locations are certified. On top
of that, there are internal specifications to meet the statutory requirements of the respective location.
Furthermore, we have introduced a new process for audits and risk management.

For projects in operations, the primary focus is on the preventive protection of the IT infrastructure of
Knorr-Bremse via IT security solutions implemented throughout the Group.

Protection of Digitalized Products

Knorr-Bremse's products and services support our

customers in the digital age and promote sustainable
mobility. Examples of new, digitalized business fields
include condition-based maintenance for rail vehicles as
well as highly automated or autonomous driving in the
Commercial Vehicle Systems division.

As part of this portfolio development, data protection

Assuring Quality: Collaboration with
Bureau Veritas

Rapid technological development exposes rail
vehicles to an increased risk of cybercrime.
Knorr-Bremse responds to this risk with pi-
oneering cybersecurity solutions for secure,
digital vehicle communication. They are con-

and information security (often referred to as “cyber-
security” in this context) are playing an increasingly
important role. Accordingly, Knorr-Bremse considers the
requirements of data protection law from as early as the
product development stages (privacy by design).

tinuously adapted to the constantly developing
industry requirements and regulatory stand-
ards. In this context, Knorr-Bremse has signed
a Global Cybersecurity Services Framework
Agreement with Bureau Veritas, a globally
leading provider of audit, inspection, and certi-
fication services. Besides cybersecurity risk as-
sessments, the agreement includes a range of

With regard to information security, dedicated organi-
zational units and teams in both divisions ensure that
aspects of cybersecurity are firmly integrated into the

processes in product development and customer pro-
jects that are adapted specifically to Knorr-Bremse's

special needs.

other important cybersecurity support services

Both the RVS division with its Digital Products & Servic-

es department and the CVS division follow the security

by design approach. It develops solutions for governance, risk management, and security checks that

are adapted to the special requirements of each individual product platform. Rail or commercial vehicle
hardware with security certification is thus combined with high-performing cybersecurity functions and
tailor-made services for a comprehensive cybersecurity architecture. Digitalized products and systems,
whether current or future ones, are protected against attacks or made resistant to them. The matrix-struc-
tured Digital Products & Services department (RVS division) is closely interconnected with the Knorr-Brem-
se Cybersecurity Center of Competence (CoC). At the CVS division, the product cybersecurity team is an
integrated part of the platform organization. The cybersecurity management system at CVS includes the
development, production, and maintenance phases of a product and covers the entire life cycle. It meets
all requirements under ISO 21434 (Road Vehicles - Cybersecurity engineering).
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Knorr-Bremse maintains continuous efforts to uphold and improve cybersecurity. We align ourselves with
international standards and use internal and external guidelines. In 2023, Knorr-Bremse published a cross
divisional traffic light protocol policy (for controlling information dissemination). Furthermore, both divi-
sions strive to adhere to the forthcoming legal framework for cybersecurity, which includes the EU NIS 2
Directive and the Regulation on Horizontal Cybersecurity Requirements for Products with Digital Elements
(EU Cyber Resilience Act), for example.

Awareness of the subject of cybersecurity is strong within the Knorr-Bremse workforce and is being raised
further. The Product Cybersecurity Center of Competence (CoC) offers a variety of webinars and videos

in the Rail Vehicle Systems division, for example, an “Introduction to Cybersecurity in Rail Products.” RVS
is further expanding its internal training on topics such as cryptography, key lifecycle management and
security controls. At the internal Global Cybersecurity Summit event, Knorr-Bremse's cybersecurity spe-
cialists in its management and engineering teams engaged in intensive dialog, while the center of com-
petence demonstrated its presence in the industry by participating in international conventions on the
subject of cybersecurity. At the CVS division, all CoCs can take advantage of a range of continuous aware-
ness-raising training courses for cybersecurity. Knorr-Bremse believes there are many opportunities that
arise from industry-wide collaboration on cybersecurity and has an active role in various initiatives for its
ongoing development. One example of this for rail vehicles is the UNIFE Cybersecurity working group. For
commercial vehicles, Knorr-Bremse has been active in the VDA 1S021434 working group since 2023, which
is working on different recommendations for Automotive Cybersecurity.

Sustainability in the Supply Chain

Taking responsibility along the value chain is part of our self-image as a sustainable company. Strategic
procurement, including the selection of suppliers and materials, lays the foundation for Knorr-Bremse’s
sustainable, reliable and safe products.

As a global Group, we work with a large number of predominantly local suppliers. We currently purchase
products and services from approximately 30,000 suppliers from over 70 countries. They include roughly
7,000 partners for the manufacturing and production of parts, components, and materials for our prod-
ucts; just by themselves, they account for 74% of procurement spending. The ordered products primarily
comprise metals, friction components, electronic components and plastics, with the proportion of raw
materials purchased by us being low.
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Purchasing volume by region of origin

22.1%
North America__

> 30,000

suppliers
countries 13%
South America __|

> €4.36 billion

purchasing volume worldwide

We are aware that Knorr-Bremse's selection of suppliers
has a significant impact on the environment and society
in production countries. Working together with our sup-
pliers, we want to improve sustainability in the supply
chain and minimize risk.

The Knorr-Bremse strategy for sustainable procure-
ment is embedded in purchasing processes across the
Group. The purchasing managers for direct and indirect
materials are responsible for implementing sustainable
procurement. Compliance with and optimization of sus-
tainability standards in the supply chain are supported
by experts at Group level. The Sustainable Procurement
Steering Committee discusses and decides on strategic
and current sustainability topics several times a year. It
consists of the heads of Knorr-Bremse's global purchas-
ing units and the head of the Sustainability department.

We provide process descriptions and guidance to im-
plement our sustainability standards in internal pro-
curement processes. These give an overview of the
sustainability criteria and management approaches that
we incorporate into the global purchasing processes.
Internal guidelines specify the extent to which sustaina-
bility aspects are to be taken into account in purchasing
decisions for various categories, including renewable
energy, business travel, or energy-efficient products,

60.1%

Europe
(incl. RU and TR)

16.2%
Asia-Pacific

0.3%
South Africa

The focus of purchasing: Scope 3

In 2023, the focus of the purchasing depart-
ment’s sustainability activities was again on

its contribution to reducing CO.e. Continued
efforts were undertaken to reduce emissions
from purchased goods and services (Scope 3.1)
(— Climate Protection). In addition, a
cross-functional and cross-divisional Scope 3
project team tackled the new Scope 3 target
of cutting CO, emissions by 25% by 2030. It
develops action plans and decarbonization
strategies for the supply chain. The core tasks
in 2023 were to improve the data quality,
analyze major emission drivers, and commu-
nicate directly with significant suppliers about
possible reduction initiatives. Moreover, we
worked on solutions for collecting primary CO,
data from suppliers. To do this, we ran a pilot
project which collated the carbon balance and
reduction efforts of suppliers of greatly varying
characteristics in a carbon accounting tool.
This helps us to increase transparency in the
supply chain and obtain findings to align our

future data collection processes.
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equipment, and services. As part of our EcoDesign approach, we are working on implementing sustainabil-
ity requirements in the material specifications of the products and components we acquire. The EcoDesign
Standard on Hazardous Substances in Products from the RVS division guides us in that (= Environmental
Product Design).

Further information on climate protection and respect for human rights in the supply chain:

= — Climate Protection

= — Due Diligence Processes for Human Rights

Direct and indirect procurement

The purchasing organization at Knorr-Bremse consists of global direct procurement, which
is controlled by the respective division, and cross-divisional indirect procurement with glob-
al responsibility. Direct procurement acquires production materials (direct materials). This
includes all externally sourced raw materials, items and components that are directly or
indirectly delivered to our customers as part of our products. Indirect procurement handles
the sourcing of non-production materials (indirect materials) and services that are not an
integral part of Knorr-Bremse products but that serve to support the internal organization
indirectly.
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Sustainability in Supplier Relationships

We rely on three pillars for the implementation and realization of sustainability standards in the supply
chain: determination of our sustainability requirements, evaluation and assessment, and qualification of
our suppliers and procurement specialists.

€ Sustainability Requirements for Suppliers

We have set out Knorr-Bremse’s commitment to sustainability in the supply chain in our Code of Conduct and our

sustainability guidelines. We expect suppliers to act in a manner that is in line with our values and takes account

of international environmental and human rights guidelines and standards. These include the principles of the

UN Global Compact, the International Labour Organization (ILO) conventions, and the UN Universal Declaration

of Human Rights. These principles are specified in our guidelines:

Code of Conduct
for Suppliers

Human Rights
Policy

Conflict Minerals
Policy

Procurement Quality
Guidelines

Our Group-wide < Supplier Code of Conduct is intended to promote and require the
systematic inclusion of sustainability aspects in the production methods and conduct of
our suppliers. The code exists in 15 languages and sets out the standards our suppliers
are required to meet with respect to working conditions, human rights, environmental
protection, safety, business ethics, and compliance. We expect our suppliers to com-

ply with the code and implement it in their upstream supply chain. In 2023, we issued
concrete specifications in our Supplier Code of Conduct that set out the requirements

for complaint mechanisms, among other measures. For instance, suppliers are asked to
inform their employees about the Knorr-Bremse whistleblower and complaint systems. If
a supplier's employees or stakeholders report their concerns or potential breaches of the
Supplier Code of Conduct, we do not permit any disadvantages for them as a result of
this. The binding code is an integral component of all supplier contracts.

In accordance with our ' Human Rights Policy we expect our suppliers and subcon-
tractors to respect human rights. They are also instructed to convey this expectation
to their suppliers and contractors. Our procurement and supplier management strives

to support suppliers in improving their human rights due diligence processes (— Due
Diligence Processes for Human Rights).

The ¥ Conflict Minerals Policy governs the handling of conflict materials and thus
serves as a guide for Knorr-Bremse procurement and Knorr-Bremse suppliers.

In accordance with our quality guidelines, we require our suppliers to observe the Prin-
ciples of the UN Global Compact as well as our Supplier Code of Conduct, among other
regulations.
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L’,aj Review and Assessment of Suppliers

We use targeted instruments to review and assess compliance with our requirements and also include the results

in our procurement decision-making.

Sustainability
Assessments

Integration in
Sourcing Decisions

Sustainability assessments at suppliers are continuously conducted by external service
providers with experience in the industry. They survey and assess the implementation
of suppliers’ sustainability management systems. The criteria during the selection of
suppliers for a sustainability assessment are purchasing volume, ESG risk profile, and
classification as a new or preferred supplier. We currently have a valid sustainability
assessment for roughly 3,200 suppliers. The coverage rate is thus 71% of the global
purchasing volume, meeting the target of 70% that we set for 2023. We are aiming for a
target rate of 75% in 2025.

Sustainability assessment coverage rate for suppliers

in % of purchasing volume

2021

.
s @

Ul

We take account of suppliers’ sustainability assessments in our contract award process.
In the CVS division, the sustainability assessment and a signed Supplier Code of Con-
duct are integrated into the so-called Sourcing Board, the review and decision-making
body for supplier orders. In the RVS division, preference is given to suppliers who have
been granted “Preferred” or “Potential Preferred” supplier status. To be able to reach
the highest supplier status, Knorr-Bremse requires a valid supplier sustainability assess-
ment or proof that such assessment is in progress. Moreover, the suppliers should be
able to present a certified environmental management system that is in line with the
international standard ISO 14001. Of our direct purchasing volume, 61% is covered by
suppliers that possess valid ISO 14001 certification.
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Risk Classification We use the findings from the sustainability assessments of both divisions to conduct a
risk assessment of the suppliers. Based on the individual assessment results, we classify
our suppliers into the categories A, B and C, where C represents the level with the
potentially highest sustainability-related risks. We aim to reduce the share of suppliers
that perform low in the sustainability assessment. To this end, we draw up action plans
for improving the sustainability performance with the suppliers in question. In the long
term, Knorr-Bremse sees two main development paths for suppliers in category C: They
measurably and demonstrably make progress on their sustainability performance or
we gradually relocate the purchasing volume allocated to them. We aim to continuously
improve our risk assessment approach. In the next step we take, we will restructure the
categories and raise the assessment levels. In doing so, we will also set a new sustaina-
bility-linked financial incentive for our Supplier Early Payment Program (SEPP)

(— Sustainable Company Financing).

Furthermore, we carry out risk analyses on the topic of human rights. The risk assess-
ment is based on criteria such as a supplier’s location, production technology, and
sustainability assessment. We introduced remedies during the reporting period for
suppliers that have a potentially higher risk assessment. Consequently, 600 of our
suppliers were instructed to sign our revised Supplier Code of Conduct. They have also
been requested to update their sustainability assessment in accordance with a revised
assessment model that complies with Germany’s Supply Chain Due Diligence Act (LkSG)
(— Due Diligence Processes for Human Rights).

Sustainability Audits We also audit and assess suppliers’ sustainability performance in supplier visits and
external audits. Firstly, we have integrated sustainability aspects into standard supplier
visits. Knorr-Bremse employees in the area of supplier development use the Supplier
On-Site Sustainability Risk Checklist so that they can identify and assess sustainabili-
ty-related risks on-site at suppliers. The results of the completed checklists are used as
a decision-making criterion regarding additional sustainability audits on-site or other
in-depth investigations. In addition, independent experts conduct their own sustainabil-
ity audits of suppliers. They examine adherence to international social and environmen-
tal standards based on initiatives such as the Responsible Business Alliance, Together
for Sustainability, and the UN Global Compact. 10 on-site audits were conducted this
way in 2023 (2022: 30; 2021: 18), of which 3 were follow-up audits (2022: 9; 2021: 8).

The selection criteria for these audits were the purchasing volume that went to the
supplier as well as the supplier’s results in the human rights risk analysis respectively
sustainability assessment. If an audit or a sustainability assessment reveals breaches
or improvement potential, Knorr-Bremse develops and implements action plans for
improvement with the suppliers and conducts follow-up audits.
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(¥) Qualification and Professional Development

To meet our sustainability requirements over the long term, we offer training programs to support our suppliers

in the further development of their sustainable business practices. At the same time, we provide our employees
with qualification and training on the topics as well.

Awareness and
Training

Supplier
Development
Programs

Training for
Procurement
Specialists

Involvement in
Industry-Specific
Sustainability
Initiatives

We continuously work to raise the awareness and develop the skills of our suppliers in
the area of sustainability. In coordination with a few service providers responsible for
the sustainability assessments, we also offer corresponding webinars and additional
support on the subject. For example, we provide training materials on the subject of
conflict minerals. In 2023, we continued to advance our approach to training and devel-
oping suppliers in the field of sustainability.

If a sustainability assessment reveals breaches by or improvement potential for a sup-
plier, action plans for improvement are subsequently implemented and follow-up audits
conducted. In addition, the audit results help us to identify potential risk fields, which
we will pay particular attention to in the future as part of our supplier management.

Raising the awareness of and training Knorr-Bremse employees are key prerequisites
for sustainable purchasing management. Around the world, they should develop know-
how to be able to assess, advise, and audit suppliers. In 2023, we continuously informed
our purchasing specialists about sustainability in procurement at events, at workshops,
and in webinars. Our e-learning courses on sustainable procurement processes and
practices were utilized by 51% of purchasing employees globally in 2023 (2022: 53%).

As a leading and global actor in the industry, Knorr-Bremse actively participates in
industrial sustainability initiatives. This means we can improve sustainability standards
in the supply chain together with customers, competitors, and other stakeholders. As a
member of the Railsponsible initiative, we have signed the Responsible Climate Pledge,
a voluntary commitment to decarbonization across the rail transportation supply chain
by 2050. Knorr-Bremse is seeking to help with the achievement of this goal through

its climate protection measures. In the automotive industry, we are an active member
of the German Association of the Automotive Industry (VDA) and, using the Drive+
platform, strive for systematic dialog on sustainability-related issues with automotive
suppliers. As a member of the Responsible Minerals Initiative (RMI), Knorr-Bremse is
working on an improved process for responsible mineral procurement.
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Handling of Conflict Minerals

As a manufacturer of brakes and other systems for rail and
commercial vehicles, we are aware of our responsibility for
the sustainable procurement of our raw materials. This ap-
plies above all to the procurement of minerals from conflict
or high-risk areas, termed conflict minerals. Some of these
are mined in conflict-ridden regions and used to finance
armed conflicts. They include tin, tantalum, tungsten, and
gold (“3TG"). In order to protect human rights in the area of
conflict minerals, we have introduced a due diligence pro-
cess. We create transparency in the procurement process
for conflict minerals by heeding the recommendation of the
Responsible Minerals Initiative. Key instruments for manag-
ing and reporting conflict minerals include the Group-wide
binding Conflict Minerals Policy and supplier surveys. In an
annual survey, we ask direct suppliers with 3TG relevance
for information on the origin of the minerals used using the
Conflict Minerals Reporting Template (CMRT). More than
70% of our purchasing volume was covered by the most
recent survey. It identified 32 (2022: 24; 2021: 6) smelting
plants that were classifiable as critical. These companies

do not meet the requested requirements of the compliant
smelters and refiners list, and we have instructed them to
join through an independent audit of the Responsible Min-
erals Assurance Process (RMAP). RMAP audits demonstrate
if a supplier’s business practices, management systems,
and values correspond to the most important principles of
responsible procurement. To ensure due diligence in the co-
balt and mica supply chain, we collect relevant information
with the aid of the Extended Minerals Reporting Template
(EMRT). At the end of 2023, 2,160 suppliers were asked to
answer the questionnaire by mid-2024.

Reporting of Conflict Minerals'

Climate Pledge of the industry
initiative Railsponsible

The A Railsponsible initiative with its 15
members, including Knorr-Bremse, is geared

toward sustainable procurement practices in
the rail industry. The Climate Pledge pub-
lished by Railsponsible in 2023 is a voluntary
commitment to decarbonization across the
rail transportation supply chain by 2050. The
signatory members want to play a leading
role in sustainable procurement measures

in order to mitigate climate change. Environ-
mentally friendly and carbon-conscious busi-
ness decisions, as well as close cooperation
across the entire value chain, are intended
to contribute to this. The signatories of the
Climate Pledge commit, among other things,
to reduce greenhouse gas (GHG) emissions
with the aim of achieving the goal of net zero
across the entire company, and to assess
and publish GHG emissions in accordance
with the Greenhouse Gas Protocol. The
working group for responsible procurement,
which Knorr-Bremse is chairing once again,
takes on important tasks as part of this.
Knorr-Bremse shares its well-founded knowl-
edge with members and suppliers regarding
sustainable procurement practices, trans-
parent business processes and the further
development of suppliers there.

Suppliers invited to take the CMRT survey

Response rate of the suppliers surveyed

2022 2021
Number 2,301 2,449
in % 51 62

"The figure for 2022 relates to the percentage of suppliers who have provided us with information on the use and origin of conflict
minerals in the June 2022-April 2023 reporting period. The figures for 2023 represent an interim status for the period from June 2023

to February 2024. The current data collection process will end in April 2024.

GOVERNANCE | 137


https://railsponsible.group/

	Magazine
	Foreword
	International ­Sustainability Strategy, Local Implementation: ­Insights from America
	Corporate culture: 
The big HOW at the company
	Smart minds worldwide: 
Together for sustainable mobility
	With hearts and hands: Social commitment at Knorr-Bremse’s sites

	Sustainability Management
	Sustainability Strategy and Materiality
	Organizational Structure for Sustainability
	Stakeholder Management
	Sustainable Development Goals (SDGs)
	Sustainability Ratings and Rankings

	Environment
	Environmental Management
	Climate Protection
	Resource Conservation
	Environmental Product Design
	
Eco-Friendly Logistics

	Social
	Product and System Safety
	Employment Conditions
	Personnel Development
	Diversity, Equal Opportunities and Inclusion
	Occupational Health and Safety
	Due Diligence Processes for Human Rights
	Social Commitment

	Governance
	Responsible Corporate Governance
	Integrity and Compliance
	Management of Sustainability-Related Risks and Opportunities
	Sustainable Company Financing
	Data Protection and Information Security
	Sustainability in the Supply Chain

	Appendix
	Key Figures
	CO2e Calculation Method
	TCFD Reference Table
	SASB-Index
	About the Report




